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ABSTRACT
Privacy violations are an important unintended consequence of digitalization. Privacy and
security have been studied within single, or a limited set of, organizations thus providing only a
limited perspective of the nature of the phenomenon. Further, emerging technology
developments related to platforms, IoT and big data may introduce new threats to security and
privacy. In this paper we analyse 835 records of privacy violations in Norway. This allows us to
report on the nature and consequences of privacy violations from a large number of cases based
on a rich and current set of data. We apply a sequential mixed-method to explore the data set and
theorize on the impact of digitalization on privacy. Our research contributes to an improved
understanding of security and privacy concerns associated with digitalization.
Keywords: privacy; digitalization; data breach; GDPR; mixed-method
INTRODUCTION
While digitalisation creates a myriad of benefits for individuals, organisations and
societies and actually reshapes human life, these benefits come with a price. Social media, smart
phone, apps and position-based services simplify our lives, while digitalization also puts at risk
1
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the privacy of our data as we rely on organizations that become victims of data breaches. A data
breach is the unintended access to personal data and a major type of privacy violation (Culnan
and Williams 2009). A data breach may be caused by phishing, hacking and other attacks or by
accidental actions (Goode et al. 2017; Khan et al. 2019). Whenever these private data are not
properly protected, unauthorized access to them may harm individual users and generate
financial losses to service providers (Goode et al. 2017; Khan et al. 2019). Moreover, emerging
trends in digital technologies (e.g. platforms, IoT and big data) can potentially introduce entirely
new security threats that can lead to large-scale privacy violations (e.g. Goode et al. 2017).
From a regulatory perspective, privacy control is a key concern for organizations
managing personal data. For instance, within the European Union, every organisation, regardless
of size, sector or service provided, has to comply with the General Data Protection Regulation
(GDPR2). Implemented in 2018, the GDPR aims primarily to give control to individuals over
their personal data by imposing legal obligations to companies managing their data. Controllers
of personal data must put in place appropriate technical and organisational measures to
implement the data protection principles. Moreover, organizations must send a notification of
data breaches to a supervisory authority and, in some cases, to the (affected) public. The
notifications of data breaches provide a systematic feedback about the actual risk and the
weaknesses of existing security measures. On one side, data breach notifications are expected to
foster mutual learning, public awareness and self-improvement for privacy protection (Porcedda
2018). On the other side, the company reputation is threatened by perceived responsibility and
attribution of data breaches that can be determined by ethical misdemeanor, poor controls, and
weak governance structures (Syed 2018).
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Previous works have, to a large extent, focused either on causes, locus or impact of data
breaches (Khan et al. 2019; Garrison and Ncube 2011), with the aim of enhancing organizational
privacy programs (Culnan and Williams 2009). For instance, factors influencing the risk of
privacy violation have either investigated data breaches at organizational level (Sen and Borle
2015; Wall et al. 2016) or at individual-employee level (Abidin et al. 2019; Canhoto 2009).
Although these efforts have contributed to improve internal control systems, more research is
needed to provide managers of public and private companies with analytical instruments for
understanding privacy violations in light of digital transformation.
In this paper we develop a conceptual framework of privacy violations based on the
analysis of a rich set of data breach information. The nature of data breaches will be analysed in
light of the digitalisation trends affecting both business and criminal communities. The
organizing logics of digital innovation (Yoo et al. 2010) are in fact transforming also the
cybercrime business, resulting in new forms of cyber-attacks (Huang et al. 2018) that make
obsolete the traditional categories of information security incidents (Baskerville et al. 2014). Our
empirical analysis is based on a rich dataset of all reported privacy violations occurring in
Norway over a period of 6 months in 2019. Further, we analyse a selection of decision letters
since the introduction of GDPR. This way, we contribute to an improved understanding of
security and privacy concerns associated with digitalization by exploring the links between
technologies, policies, processes, society, economy and legislation as suggested by Lowry et al.
(2017). Moreover, our focus on organizational-level privacy violations allows us to contribute to
the development of adequate mitigation mechanisms.
In Norway, privacy violations are handled by the Norwegian Data Protection Authority
(NDPA). Since the introduction of GDPR, the number of reported privacy violations has
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increased dramatically. These reports on data breaches are submitted by the organizations where
the violations occurred and contain detailed information about e.g. the nature of the violation, the
sector in which it occurred, number of affected people, the cause of the violation and potential
consequences of the violation. NDPA considers each report and can issue reactions in cases
where organizations have not acted in accordance with GDPR. In cases of potential GDPR
negligence, NDPA conducts an investigation of the case and summarizes the case and outcome
of investigation in a decision letter. We have access to 835 data breach reports and decision
letters of cases where NDPA has concluded that GDPR has been violated. This rich data set
provides an extensive basis for exploring, understanding and theorizing around organizational
privacy violations as one of the dark sides of digitalization.
We conduct a mixed method explanatory design, involving the collection and analyses of
quantitative and qualitative data in two consecutive phases (Ivankova et al. 2006). We do so to
provide rich and deep insights into the phenomena at hand (data breaches and digitalization), to
expand our knowledge on the dark side of digitalisation. The sequential explanatory design
implies that qualitative data is collected to help explaining or elaborating quantitative results
(Venkatesh et al. 2013, 2016). Our first step consists of conducting a quantitative analysis of the
835 reported data breaches received by NDPA. The study of numeric data in the first phase
provides us with a broad and general understanding of the research problem (Ivankova et al.
2006). The next step includes a qualitative analysis of both secondary and primary data. We
perform a content analysis of decision letters, presenting the result of the investigations by the
NDPA on a number of cases involving the violation of the GDPR regulations. These letters
provide us with a more in-depth description, extending our understanding of the phenomena.
Then, we complete the qualitative part of our mixed method explanatory design by conducting
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interviews with privacy experts who have been involved in processing the data breach data.
Inspired by Ivankova et al. (2006) our preliminary research design is visualised in Figure 1.

Figure 1. Research design
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